HeBaTbin aTan Bcepoccunckon NnpocBETUTENBCKOM
OctadeTbl «Mon hrHaHCbI»

be3onacHoOCTb AeHer
B uncpoBou cpene

cnukep,
OOJPKHOCTb ClrnKepa

MWUH®WUH
POCCUKN

MOW PUHAHCDI
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LUDOPOBbLIE OEHBI'U

LndpoBble AeHbrn — ato
He eAMHoOe siIBrieHUe, a CNoXHas

3KOCUCTEeMa, B KOTOpon
coYeTarTCs pa3Hble
TeXHOMorn4yeckume u
MHCTUTYLMOHAaNbHbIE MoAenu



Ty
%Y‘é MWUWHDWH —— — —
\%‘ POCCHM MOW GpUHAHCBI

BAHKOBCKUE KAPTbl U OHNAUH-BAHKUHT

BaHKoBcKas KapTa — 3T0 MHCTPYMEHT
[I0CTYyMNa K CYETY, KOTOPbI NO3BONSET
pacrnopsikaTbCsl AeHbramu

OHNanH-6aHKUHT - 3TO LM POBON
NHTepdenc ynpasneHns aTUM cH4eTOM

NMpenmyuiecTBa: * BbICOKad CKOpPOCTb orepauum

n * yno6cTBO
* WHTerpauvs c ApyruMu cepercamm

BaxHo: faxe camas 3allMlleHHasi cuctema CTaHOBUTCS YS3BUMMOM, €CNK norb3oBaTernb
caM MHULMUPYET NepeBo 3NOYyMbILLTIEHHUKY
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LUD®POBASA BAJIOTA (LM®POBOU PYBJ1b)

- 3TO TpeTbs (hopMa HaLUMOHANbLHOW BanioTbl, YHUKaNbHbIN LM(POBOM KOA, BbiNyCKaeMbIi

M XpaHAawmnca Ha 6anaHce baHka Poccum

NMonb3a aisla Monb:a
'. ANA rpaXaaH: Wl ~ns 6usneca:
* [HocTtyn K uMpOBOMY KOLLENBKY Yepes *  CHwXeHne n3gepkek Ha nepeBoapbl
nobon 6aHk * [loBbllWeHNe NpoO3pavYHOCTU
° CHuxeHne n3agepxek Ha nepesoabl ° KOHTpOJ’Ib 3a AeHEeXHbIMU NOTOKaMUn

* bBbe3onacHocTb
e CHWXeHne KpeauTHoro pucka

o Monb3a
AN rocypapcTsa:

MoBbILWeHNE 3PHEKTUBHOCTH
OoaKeTHOro npoecca

Bbopbba ¢ MOLLEHHNYECTBOM
YcKopeHne MexOopKeTHbIX
TpaHcdepTOoB

OKOHOMMSA rocyaapCTBEHHOro GroaxeTa

NMpobnema:

coKkpallleHne 0O0bEMa KPeanUTHbIX AeHEr B 93KOHOMMKE

NMPUBATHOCTb, NOTEHUMATNbHbIA TOTarbHbIA KOHTPONb TPAH3aKLWUIA, KOHLEHTPaLUS PUCKOB B OOHOW CUCTEME,
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ANIEKTPOHHbIN KOLLEJEK

— 3TO BUPTYasibHbIA CYET, Ha KOTOPOM XPAHATCS AeHbM B 3NIEKTPOHHOM Buae, AOCTynN
OCYLLEeCTBNAETCS Yepe3 CauT unm MoounbHoe NpunoxeHue

KoHTponb: MpeumywectBa:
denepanbHbIv 3akoH Ne161-03 YNpPOLLEHHas perncTpaumsi n 6biCTpbIN
«O HauuoHanbHOW NNMATEXHOW CUCTEMEN AOCTYN K nnartexam
BUObI:
AHOHUMHBbIN NMmeHHOM NoeHTndmumpoBaHHbIN

Ho: YnpoLlueHHble npouenypbl nOeHTUUKaLUM — UICTOYHUK pucka!
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KPUNTOBAJIOTA

— IJTO geuUeHTpann3oBaHHbIe LIVI(*)pOBbIe aKTuBbl, OCHOBaHHbIE Ha TeXHOJ1IOrmu OnoK4YenH

B Poccuu: 3anpet Ha ucnonb3oBaHWe KpUNToBasntoT AN onfiatbl TOBAPOB U YCAYr BHYTPU CTPaHbl
(®3 o1 31 nrons 2020 roga Ne259-03 «O undpoBbIX PUHAHCOBBIX akTMBaX, LMGPOBOM BanoTe
N O BHECEHNN N3MEHEHWNI B OTAENbHbIE 3aKOHOA4AaTENbHbIE akTbl Poccurckon ®eagepaumm»)

m Oco6eHHOCTU KpUNTOBanoT: o Pucku:

OTCYTCTBME LIeHTPan1M3oBaHHOIO KOHTPOJIS
HeobpaTMMOCTb TpaH3aKLuiA

nosbilleHHasdA OTBETCTBEHHOCTb

Ge3Bo3BpaTHas NnoTepsi CPeACTB
*  MOLUEHHNYECTBO

BbICOKas BOJ1IaTUITbHOCTb
nosib3oBaTtesid 3a COXPaHHOCTb CpeacTB

BaxHo: OTCYTCTBMUE roCyaapCTBEHHbIX rapaHTvu7|
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BUPTYAJIbHAA UTPOBAA BAJIIOTA
- 3TO ocobas chopma LMPPOBLIX aKTUBOB, CyLLECTBYIOLAA B paMKaX OHJTaUH-UTP U UTPOBbIX
nnatdopm, KOTopas MOXeT 3apabaTbiBaTbCA B Urpe UITU NOKYNaTbCA 3a pealibHble AeHbIn

BaxHo: nonb3oBartenb He BriageeT BantoTOW, a TOJbKO ncnosib3yet eé no npaBunam

nnaTtgopmbl

Ha BTOPUYHbIX PbIHKaX BNPTYyalibHbl€ aKTUBbI npmo6peTar0T OEHEXHYH0 OLEHKY

-~

B maccoBbIX MHOronosib3oBaTenibCKUX Urpax u nnargopmax c
NONb30BaTENbCKNMM KOHTEHTOM MOSIBNSAOTCS NOJSTHOLEHHbIE BHYTPUUTPOBbLIE

OKOHOMWKH
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Yrpo3bl: MOWWLEHHUYECTBO

- 3TO COBOKYNMHOCTb NPOTUBONpPaBHbIX AEUCTBUN, HarNpaBrieHHbIX HA He3aKOHHOe 3aBnageHue
¢hvuHaHCOBbLIMM cpeaAcTBaMn UnNu KoHduaeHLManbHOu MHopmaumen nonb3oBaTernen
nocpeacTtBoM obmaHa 1 3rnoynotpedneHus nosepvem

PZ] OcobenHocTb:

* COoYeTaeT TEXHUYECKME
WHCTPYMEHTbI C
MeTogamMm coumanbHoOn
NHXeHepum

%‘Q MexaHuU3MbI:

BbI3bIBAIOT Y XXEPTBbI
CTpax, NaHuKy 13-3a
CPOYHOCTWU, OBEPUS UMK
»XagHOCTU

O Pucku:

* (puHaHcoBbIE NOTEPU

* nogpbiB AOBEPUS K
LM poBLIM PUHAHCOBLIM
NHCTPYMEHTaM

* fcuxonornyecknin yuepob

o CoBpeMeHHbIe MOLLIEHHUYECKME CXEMbI a0anTUPYHOTCA MO KOHKPETHYHO ayaAUTOPUIO
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YIrPO3bl: PULLIMHI

- 3TO MeToA NosyYeHUsA KoHcmaeHUnanbHoOM MHopMaLum NyTeM co3gaHUA nogaenbHbIX
CalTOB UNN COOBLLEHUNA, UMUTUPYIOLLMX NTETMTUMHbIE CePBUCHI

* Mpumepsbl:

AOMEHHbIE MEHa, OTnnyarLmnecs
oAHou-AByMsi BykBamu

*  BHegpeHue SSL-cepTudukatos

*  KOMMpOBaHue gu3anHa, CTPYKTYpbl 1
JYHKUMOHANbHOCTU NHTepdenca

o Pucku:

XnweHne aeHeXHbIX cpencts
* KoMnpomMeTauna y4eTHbIX 3anucen
° yTeudKa nepcoHarsbHbIX AaHHbIX
. BO3MOXXHOCTb nocrenyruwmnx atak
C UcCrnosnb3oBaHNem nonyquHon VIH(*)OpMaLl,I/II/I

Passutne A

JAS

reHepupoBaHue TeKCcTa Nnoj KOHKPETHY ayantTopuio/ cosaaHme
ybeauTenbHbIX BUOEO- U ayanomartepuanbi/onacHble QR-koapl
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YIrPO3bl: AUNDENKHU

- 3TO ucnonb3oBaHue TexHonorun UM pna cospaHnA CUHTETUYECKUX ayauo- U BuUaeomaTepuarnos,
UMUTUPYIOLLNX peanbHbIX Nogen

't Mpumepbl cueHapueB MOLWIEHHUYeCcTBa: o Pucku:
. «3BOHOK» OT pyKoBoAUTENA C I'IpOCb60I7I CPOY4HO (bMHaHCOBb|V| yu_lep6
I'IpOIZTI/I Mo COMHUTENBbHOW CCbINIKe NN Ha3BaTb Koo ° nogpbiB 4OBEPUA K Ll,I/ICprBbIM KOMMYHUKaUNAM
n3 cMc *  penyTauMOHHble NOTEPU

*  BuAeoobpalleHne 3HaKoOMOro ¢ nNpockbon
O MOMOLLIN
*  noaaenbHble MHTEPBLIO U 3asiBNEHNS
*  TONoCOoBbIE COOBLLEHUS, UMUTUPYLOLLME BNIN3KMX

D,VIHd)GI?IKVI Pa3MbIBalOT rpaHnuy mexay nogsIMHHbIM U UCKYCCTBEHHbIM KOHTEHTOM

10
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YIPO3bl: PUCKU B COLUUATIBbHBIX CETAX U UTPAX

poccuUm Mou GUHaHChI

B oHnanH-urpax (0Co6eHHO Ha BTOPUYHbIX pPbIHKax) HET NPaBOBOW 3aLUTbI

Tunu4yHble PUCKW:

B3ITOM aKkKayHTOB
hanbLUMBbIE PO3bIrPbILLM
MOLLEHHNYECKNE KCKMHbBI»
N BHYTPUUIPOBbIE NpeaMeThl

‘%‘o MexaHu3m aTak:

cbop nHdopmauum

O MOTeHUMarbHOM XepTBe
B3JIOM YYE€THOW 3anncu

Unu cosgaHne nogaensHoro
npoduns

nobyxgeHue K nepesoay
cpencTB Unu nepegade
AaHHbIX

A NMocnepcrTBuA:

*  noTeps BUPTyarbHbIX aKTUBOB

e yTpaTta gocTyna K akKayHTy

*  NOTeps peanbHbIX eHer
Npv NOKynKax Ha noaaenbHbIX
TOProBbIX NAOLWaAKax unn onnarte
yCInyr MOLLUEHHMKOB

*  3apaxeHue KomnbloTepa
BpeAOHOCHbIM 1O

11
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NMAPOJIN U OOCTYIbI

NMaponu — 3To nepBMUYHbLIN U Hanboree pacnpocTpaHeHHbIW MUHCTPYMEHT ayTeHTUduKaumm

Mepenaua koga TpeTbUM NMULAM —— [06OpPOBONLHOE pa3spelleHue Ha NpoBeAeHue onepauum

:; YenoBe4yeckuu cpakrop: g NMomoraer: 0 PekomeHayeTcA:

*  NpOCTbIE U NErko *  AByxdakTopHasa ayTeHTudurkauuns *  MUCMNOMb30BaTb YHUKANbHbIE
3anomuHaroLwmecs (nonyyaem ko Ans naponu ans Kaxagoro cepsuca
KoMbuHaLmm noaTBepXaeHnsa onepawmm) * co3daBaTb CIOXHble

*  OOMH Naposb Ha BCe pecypchl + BuomeTpuyeckue meToAbl KOMBUHaUuK (anuHa He MeHee

*  XpaHeHue «Lunapranok» ayTeHTudumkaumm (npobnema — 12 cnmBonos)

C naponsMn B HebGe3onacHbIX anndenkn) *  MPUMEHATb MeHeKepbl Naponen
mMecTax s BKIIOYaTb ABYX(aKTOPHYIO
ayTeHTUunKaumo

12
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BEE30OMNACHOCTb YCTPOUCTB

A Yrpoasa: 0 Heobxoaumo:

e  BpPedOHOCHbIE NPUITOXEHNUA perynspHo obHoBnsATL OC
e nopaenbHble Bepcun BaHKOBCKUX Nporpamm e  yCTaHaBNUBaTb MPUIIOXEHUS U3 opmLManbHbIX
NCTOYHMKOB

. TposiHbl, nepexsaTtbiBatowme CMC
. ncnonb3oBaTb aHTMBUPYCHoe MO

. nsberatb nogkntoveHns K oTkpblTbiM Wi-Fi-ceTam

13
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NMOBEOEHUWE B UHTEPHETE

Ecnu Bo3HMKaET gaBneHne nnu CPOYHOCTb — 3TO NOYTU BCerga npn3Hak moleHHn4yecTBa

KTo co MHOM cBSA3bIBaeTcA?

MoXxHO N1 NpoBepUTL MHdOPMaLUIO
Yyepes Apyron kaHan?

[Mo4yemy OT MeHs TpebytoT

CPOYHOro AencTemnNA?

Bonpochkl cebe

0 KnroyeBble npasuna.

° He nepexoanTb No Nogo3pnUTesibHbIM
CCblJ1IKaM

° BHUMATEJIbHO NPOBEPATb aapecC canta

. He coobuwaTb koabl 3 CMC
1 NyL-yBeJoMIeHNN

. He JOBEpPSTb COOBLLEHNAM,
BbI3bIBAOLLMM MaHWKY UMM CPOYHOCTb
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PABOTA C JEHbI'AMMU

Ecnu Bo3HMKaET gaBneHne nnu CPOYHOCTb — 3TO NOYTU BCerga npn3Hak moleHHn4yecTBa

JononHutenbHble Mepbl
6e3onacHoOCTM:

+  yCTaHOBKa IMMUTOB Ha onepauum
«  MOAKMYEHME YBEAOMIMNEHUI O TpaH3aKLUUSX
«  3anpeT Ha OHNanH-KpeauTbl 6e3 noaTBEepPXKAEeHUS

. UCnosnb3oBaHWe OTAENIbHbIX KapT
and OHﬂaVIH-ﬂOKyHOK

«  pasgeneHne oMHaHCOBbIX NOTOKOB

TpeHupyem KpuTmnyeckoe
MbILLIEHME, TaK Kak DonbLUYHO
YyacTb AeHer nau otaatT
MOLLEHHMKaM JOOPOBOSBHO

15
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MuHu-urpa

«Pacno3Haewb
MOLLUEeHHUKa?»

16
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Vel
MUHU-UIPA «PACMO3HAELLb MOLUEHHUKA?» T

1. Bam nuwet apyr B mecceHaxepe: « CKWHb CPOYHO AEeHer, NOTOM OOBbACHIO»
2. Mpuxognt CMC oT 6aHKa C KOAOM, XOTS Bbl HAYETO HE AeNanu 1 He 3anpalunBany NOATBEPXAEHME onepauun

3. Bam 3BOHUMT 4yenoBek, NpeacTaBNsieTCss COTPYAHUKOM CryxObl 6e3onacHocTn GaHka u roBoput: «C Balero cyeta
NblTATCA cnMcaTb AEHbIN, HY>KHO CPOYHO NepPeBECTN MX Ha 6e3onacHbli cYET»

4.  CanT BbIrNAgUT Kak M3BECTHbIA Mara3uH, HO agpec OoTnn4aeTcs ogHon 6ykBon
5. Bam npeanaratoT BNOXUTbCS B KPUNTOBAMIOTY C rapaHTUPOBaHHON aoxogHocTbio 50% B mecsu
6. OQHOKNACCHWUK NpUCLINaeT roflocoBoe coobLyeHne ¢ Npocbbor caenatb CPOYHbBI NEPEBOS

7. TNocne nybnukaumu xanobbl B COLCETM BaM NULLET «Cnyxba noaaepXku» M NPOCUT AaHHble KapTbl ANs BO3BpaTa
aeHer

8. MpuxoanT nucbMo Ha noyty: «Bbl 06s3aHbI CpoyHO onnatuTb wTpad. lepenanTe No ccbifke, vHadvye OyaeT
BO30OYXaeHo geno»

9. Bam npegnaratoT KynnuTb UrPOBYKO BasroTy B NONYNSPHOW OHMaMH-Urpe B 2 pasa AelleBne, Yem B ouumanbHOM
MarasuHe, C NepeBOAOM Ha KapTy

17
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3AKINOYEHUE
LudpoBas Kpuntnyeckoe Cobnionenve
P —I— P —I— 6asoBbIX NpaBun | —— YCIEX!
rPaMoTHOCTb MbILWNIEHNE
6e3onacHocTun

B undposoi akoHoMuKke
BGesonacHoCTb geHer
onpenensieTcd He TONbKO

TeXHONMOrusAMM, HO U
Ka4eCTBOM peLUeHUNn, KOTopbIe
NPUHMMAET cam norb3oBaTerb
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MOXXHO HauTu
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Ha nopTtane MmouduHaHcbl.pd
U B cOUManbHbIX CeTAX
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